OPINION

from Prof. DSc Ivan Ganchev Garvanov - ULSIT
member of the Scientific Jury, appointed by Order of the Rector of Burgas Free
University” Ne UMO 126/ 28.043.2022.

on: Dissertation of Petya Ivanova Petrova on "Modeling of network attacks and
protection algorithms", presented for the acquisition of educational and scientific degree
"Doctor" in doctoral program: Informatics, Professional field: 4.6 Informatics and
computer science, Higher education education: 4. Natural sciences, mathematics and

informatics, with supervisors: Prof. DSc. Andon Lazarov, Prof. PhD Georgi Dimitrov.

1. General description
At the first meeting of the Scientific Jury I was chosen to write an opinion and [

received a complete set of documents in electronic format.

2. Relevance, purpose and tasks

The topic of the dissertation is extremely relevant given that in recent years with
the development of information and communication technologies the need to develop
new algorithms for information protection is essential for data protection. The urgency of
the problem is determined by the need to increase the reliability of digital information
and communication channels for data transmission by developing algorithms for data
protection.

The aim of the dissertation is: Mathematical modeling of network attacks and
algorithms for data protection.

To achieve this goal, the following research tasks have been formulated:

* Modeling and research of processes affected by a computer network with malware.



* Application and testing of genetic algorithms for detecting intrusions into the computer
network.

 Determining the fitness function in the genetic algorithm for detecting intrusions into
computer networks.

 Implementation of network security through encryption with a genetic algorithm.

3. General characteristics of the dissertation

The dissertation consists of 114 pages, structured in an introduction, three chapters,
a conclusion with contributions, a list of dissertation publications and a bibliography. The
bibliographic list consists of 114 titles. 7 figures and 2 tables are included.

In the Introduction of the dissertation a thorough review and analysis of the
problematic topic was performed and as a result the purpose and tasks of the dissertation
were formulated.

Chapter 1 models the processes affected by a computer network with malware. The
basic differential equations describing the state of the computer network under the
influence of malware are given. Solutions of the differential equations in equilibrium of
the computer system and in the absence of equilibrium in the processes of susceptibility,
exposure, infection and recovery after an attack with malware have been obtained. The
inhomogeneous differential equations and the system of inhomogeneous differential
equations are solved. A methodology for estimating the behavior of the computer
network under an a priori known law of influence (Poisson distribution) has been
developed.

Chapter 2 further develops the idea of applying genetic algorithms in systems for
detecting and counteracting intrusions into computer networks. It is proposed that
intrusion assessments be used as integrated and complementary assessment functions of

suitability, which will increase the accuracy of assessments and the effectiveness of
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prevention of intrusions into computer networks. An experimental evaluation of the Firas
Alabsi method for calculating the fitness function of the generated rules was performed.

Chapter 3 proposes and develops an encryption algorithm, reinforced with the
operators of the genetic algorithm, generates code codes with a high degree of entropy,
estimated by the minimum number of matching positions of the characters in the
encrypted message, which provides a high degree of protection. computer network.

The genetic algorithm was developed and implemented in the C # environment, as
it ensures reliable and stable encryption with a high degree of protection of the
transmitted message and can be applied in the exchange of data requiring a high level of

security.

4. Contributions

I accept the contributions presented in the dissertation as defined by the doctoral
student and evaluate them as contributions of scientific and for the most part of scientific
and applied nature. I accept the contributions as significant, real and enriching the
existing theory. A software tool has been developed to protect a computer network by
encrypting the transmitted information using the operators of a genetic algorithm

implemented in the C # programming language.

5. Abstract

The presented two versions of the abstract in Bulgarian and English reliably reflect
the content of the dissertation and meet the requirements of the Law on the Development
of Academic Staff in the Republic of Bulgaria. From the attached declaration of
originality of the presented results, as well as from the presented publications on the
dissertation, it can be judged that the described results are the personal work of the

doctoral student.
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6. Assessment of compliance with minimum national requirements

The doctoral student Petya Ivanova Petrova has tested parts of her dissertation in
six scientific publications, three of which are in English and three in Bulgarian. One of
the publications is in the journal Cybernetics and Information Technologies, which has a
SJR of 0.42, one is in a prestigious international conference and one is in the international
journal Engineering Sciences.

[ believe that the publications presented by the doctoral student for review of the
competition are mostly her personal work, despite the co-authorship with Prof. Lazarov.
The presence of more than one author in the publications shows that she manages to work
well in a team and get high scientific results, which is confirmed by the places of their
publication. I have not noticed plagiarism in the doctoral dissertation and publications.

According to the minimum national requirements for obtaining "Doctor" in a
professional field 4.6. "Informatics and Computer Science", defined in the Law on the
Development of Academic Staff in the Republic of Bulgaria requires at least 30 points on
Group D. The presented publications on the dissertation form a total sum of points for
indicators on Group D equal to 48 points, which exceeds the required minimum of 30

points.

7. Notes and recommendations
I recommend the doctoral student to try to publish scientific results in refereed and

indexed publications.

8. Final complex assessment

[ believe that the presented dissertation meets the requirements of the Law on the
Development of Academic Staff in the Republic of Bulgaria. The achieved results give
me reason to fully give a positive assessment and I recommend to the esteemed Scientific

Jury to award the educational and scientific degree "Doctor" to Petya Ivanova Petrova
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in professional field 4.6,

"Informatics and Computer Science",
"Informatics".

doctoral program
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