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INTRODUCTION

1. Relevance and importance of the topic

The modern world is in a dynamic transformation, marked by the
rapid development of science, technology and the information society. In this
context, crime is also evolving - both in terms of methods and in its degree of
organization, complexity and internationalization. In parallel, public
expectations of law enforcement agencies for a timely, accurate and fair
response to criminal acts are also expanding. In this sense, the role of forensic
laboratories as the main scientific and applied tool for solving crimes is gaining
increasing importance.

The topic of modern smart forensic laboratories is not only topical but
also strategically important, as they are at the center of the transformation of
criminal justice in the era of digitalization and artificial intelligence. With the
help of high technologies such as automated DNA sequencers, digital
microscopy, biometric scanners, big data analysis, machine learning and IoT
systems, modern laboratories are no longer just places for routine analysis of
physical evidence, but complex research and diagnostic centers integrated with
the law enforcement and judicial systems.

In view of all this, the topic "Smart Laboratories in Forensic Science"
is not just relevant - it is imperative. It is a call to rethink and renew approaches
in forensic science with the help of science, innovation and technological
thinking. It is through this process that higher standards of justice, security and
protection of the public interest can be achieved.

The dissertation contains the following chapters:

Chapter One: Historical Development and Organization of
Forensic Laboratories;

The first chapter aims to trace the historical path — from the first
attempts at scientific investigation of crimes in Antiquity, through the
emergence of the first forensic laboratories at the beginning of the 20th century,
to their modern development and organizational forms. The key technological
and institutional stages will be examined, as well as the influence of global
events on their evolution. Through this retrospective, the foundation will be
laid for understanding the role that modern laboratories play in criminal
investigation and law enforcement in general.



Chapter Two: Modern Technologies and Methods in Forensic
Laboratories ;

Chapter Two focuses on the global and national development of five
main areas:

e DNA analysis and molecular genetics , which open up new
horizons for personalized identification and profiling of perpetrators;

¢ Biometrics and fingerprinting , which provide automated
verification and authentication of individuals in a wide range of forensic
scenarios;

o Ballistics and trace research , aimed at expert interpretation of
weapon and contact traces;

¢ Toxicology and chemical analysis , which assist in the detection of
toxic substances, drugs, and explosives in biological and non-biological
samples;

¢ Digital forensics and electronic evidence analysis , with a
growing role in modern judicial practice, especially in cybercrime and
technologically mediated criminal activities.

Chapter Three: Information Systems and Innovations in
Forensic Science;

In this chapter, we will examine the key information systems used in
forensic science, as well as the innovations that are shaping the future of this
discipline. We will pay attention to the importance of automation, artificial
intelligence, big data, and other modern technologies that contribute to
increasing the quality and speed of forensic analysis and decisions. We will
also examine the challenges associated with the integration and security of
information systems in law enforcement, as well as the need for continuous
development and adaptation to the dynamic technological environment.

Chapter Four: Ethical, Legal and Social Aspects;

Chapter four examines the ethical standards in forensic science,
which function as a framework for ensuring fairness, transparency and
integrity in the processes of collecting, processing, analysing and interpreting
evidence. They regulate both the behaviour of professionals and their
interactions with institutions, suspects, witnesses and victims. Particular
attention is paid to the principles of voluntariness and informed consent, which
ensure that individuals involved in the process of collecting samples or
providing data are aware of the aims, methods and possible consequences of
the research, and give their consent in a manner free from pressure. This is



particularly important in cases of DNA analysis, biometric scanning and other
forms of identification that have a direct bearing on personal autonomy and the
right to privacy.

Chapter Five: Conclusion and Recommendations;

Chapter five of this dissertation aims to summarize the most
important results and conclusions from the research conducted, to offer
specific recommendations for improving the scientific, practical and
organizational aspects of forensic laboratory activities, as well as to outline
directions for future research and potential innovations in the field of forensics.
After examining the historical development, modern technologies, legal and
ethical aspects, as well as the challenges faced by forensic laboratories in the
era of digitalization and global interconnectedness, the final chapter focuses on
the synthesis of the accumulated knowledge and its practical application.

2. Methodology and research approaches

The study of modern intelligent forensic laboratories requires the
integration of a complex methodological apparatus that responds to both the
specific specificity of forensic science and the interdisciplinary nature of the
topic under consideration. Forensic science is a scientific field that combines
legal, technical, biological, chemical, digital and social knowledge in order to
establish facts, evidence and circumstances related to criminal acts. Therefore,
the methodology of the present study is built on the combination of empirical,
theoretical, comparative and analytical methods, each of which plays its
specific role in the structure of the analysis.

First of all, the theoretical-analytical method is used for an in-depth
study of the existing scientific literature, concepts, definitions and approaches
regarding forensic laboratories, both nationally and internationally. In the
course of the study, an analysis of works from fields such as forensic medicine,
criminology, forensic science, forensic toxicology, information technology and
ethics is carried out, including publications from leading academic institutions,
professional organizations (INTERPOL, ENFSI, FBI, Europol), as well as
from regulatory documents and guides such as ISO/IEC 17025, ASTM, etc.
This method allows for the construction of a theoretical framework and the
establishment of key concepts and definitions necessary for the subsequent
analysis.

Secondly, the comparative legal and comparative scientific method is
widely used to draw parallels between different models of forensic laboratories



around the world. Here, examples from leading countries with established
practice are considered — the USA (FBI and its laboratory complex in
Quantico), Germany (BKA and LKA), the United Kingdom (Forensic Science
Service), the Netherlands (Netherlands Forensic Institute), as well as
international models of interaction between laboratories, law enforcement
agencies and the judicial system. This approach assesses the similarities and
differences in the organization, technological security, legal regulation, as well
as the degree of digitalization and automation of processes. The comparative
analysis helps to formulate conclusions about good practices that can be
adapted to the Bulgarian reality.

Third, the empirical method occupies a significant place in the
methodology of the dissertation. By collecting and processing data from the
practice of existing forensic laboratories (including through official reports,
interviews with experts, analysis of court decisions, professional
observations), an up-to-date picture of the state and effectiveness of laboratory
activities is built. The techniques used also include elements of qualitative
research based on expert interviews with forensic scientists, technologists,
lawyers and laboratory managers, which allows for the extraction of in-depth
information about the problems, resources and needs of the sector.

Particular attention is paid to the case study methodology, which
analyzes specific cases from the real practice of forensic laboratories. Such
cases include investigations of serious crimes in which high-tech methods were
used (e.g. genetic genealogical analysis, digital recovery of deleted data,
automatic facial recognition, biometric analysis, etc.). This approach
demonstrates the real application of innovations in forensic science, their
evidentiary value and the challenges associated with their use.

The next approach used is the interdisciplinary one, as the topic unites
various scientific fields. This requires knowledge and integration of data from
areas such as computer science (in particular cybersecurity and artificial
intelligence), biology (genetics, molecular biology), chemistry (analysis,
spectroscopy), law (evidence law, procedural norms), as well as ethics and
philosophy of science. The interdisciplinary approach allows for the
enrichment of the analysis and offers an innovative perspective on topics that
are traditionally considered only through a legal or forensic focus.

The dissertation also uses information and technological analyses, such as an
assessment of laboratory software capabilities, a comparison between different
DNA, trace and weapon databases, as well as technical specifications of new



analysis devices (e.g. automated DNA sequencers, GC-MS for toxicology,
digital microscopes, digital trace systems, etc.).

The methodological structure of the study also includes:

* Content analysis of regulatory framework, professional guides and
technical specifications;

* SWOT analysis of the state of forensic laboratories in Bulgaria;

» Formation of indicators for assessing the efficiency, quality and
reliability of laboratory activities;

* Modeling future development scenarios through inductive-
deductive analysis;

* Critical review of available theories and practices.

The overall methodology is aimed not only at establishing the current
state, but also at forming practical guidelines and recommendations for
development, improvement and innovation in the field of forensic laboratories,
including through the creation of a national strategy, capacity building and
implementation of international standards.

3. Object, subject and hypotheses of the study

Clarifying the object, subject and hypotheses of a scientific study is
not only a structural necessity for any dissertation work, but also a
methodological basis through which the scientific field, the framework of
analysis and the logic of proof are defined. In the present dissertation,
dedicated to modern intelligent forensic laboratories, this is of particular
importance due to the broad interdisciplinary and practical scope of the topic
under consideration.

The object of this study is forensic laboratories as an institutional,
technological and scientific-applied system that functions within the
framework of law enforcement, judicial and expert activities. This includes
both the material infrastructure and technical equipment of the laboratories, as
well as their human resources, methodological approaches, procedures for
collecting, analyzing and interpreting evidence, as well as their place in the
overall criminal justice process.

The subject covers not only the specific activities of expert research
within a given case, but also the strategic development of laboratory activities
- from the implementation of new technologies (such as artificial intelligence,
automation, blockchain, molecular diagnostics) to standardization, training,
ethics and legal regulation. In addition, the interaction between national



laboratories and international structures, as well as their role in the global fight
against crime, is also examined.

The subject of the dissertation research is the technological,
organizational, legal and ethical aspects of modern intelligent forensic
laboratories, as well as the opportunities for their development and
improvement in the context of the digitalization and globalization of law
enforcement.

Specifically, the subject includes:

- The structure and types of forensic laboratories (national, regional,
specialized, private);

- Models of organization, financing and integration in the justice
system;

- The implementation and application of new technologies — DNA
analysis, biometrics, digital forensics, artificial intelligence, automated trace
systems, ballistics, etc.;

- Software solutions, databases, interoperability between institutions;

- National and international standards and their implementation
(ISO/IEC, ENFSI, FBI Quality Assurance Standards, etc.);

- Ethical challenges and legal limitations in the use of high-tech
methods for collecting and analyzing evidence;

- The effectiveness, reliability and admissibility of expert conclusions
in a legal process;

- The degree of digital transformation and automation of laboratories;

Practical cases, problems and good practices in laboratory
activities.

This subject allows for analysis of both the existing state of forensic
laboratories and their potential for innovation and adaptation to the new
challenges of crime in the 21st century - cybercrime, cross-border organized
crime, terrorism, environmental crimes, etc.

The basis of the dissertation research is the construction and testing
of the following main hypotheses:

Hypothesis 1:

The modernization and digitalization of forensic laboratories through
the implementation of smart technologies significantly improves their
efficiency, accuracy and speed, while enhancing the quality of forensic
investigations.

This hypothesis is based on the observation that automation and digital
evidence processing reduce human errors, accelerate identification and



analysis processes, and create conditions for more transparent and traceable
expert activity.

Hypothesis 2:

The existing regulatory framework and organizational structure in a
number of countries, including Bulgaria, lags behind the pace of technological
development in forensics, leading to regulatory, ethical, and procedural deficits
in laboratory practice.

This hypothesis addresses the problems associated with delayed
implementation of standards, lack of technical capacity, shortage of trained
personnel, and lack of interoperability between different structures.

Hypothesis 3:

Integration between different types of laboratories (e.g. DNA,
ballistics, digital forensics) and cross-sectoral cooperation (police, court,
prosecutor's office, scientific institutes) create conditions for building
sustainable, multidisciplinary and intelligent systems for fighting crime.

This examines the extent to which coordination and data exchange
between institutions can improve investigations and create a synergistic effect,
including through participation in international programs and initiatives (e.g.
EURODAC, CODIS, ECRIS).

Hypothesis 4:

The use of artificial intelligence and machine learning in forensic
laboratories poses challenges related to transparency, ethics, accountability,
and legal admissibility that require the development of new standards and
ethical frameworks.

This hypothesis aims to test what are the limits of using autonomous
or semi-autonomous systems for forensic analysis and what are the risks of
their misuse, bias or improper use.

The role of hypotheses in research

These hypotheses serve as a guideline for systematic research,
analysis, and argumentation throughout the dissertation. They will be tested
through:

- comparative analysis of good practices;

- case studies from real practice;

- review of the regulatory framework;

- results of empirical studies and expert interviews;

I. HISTORICAL DEVELOPMENT AND
ORGANIZATION OF FORENSIC LABORATORIES



1.1. Origin and evolution of forensic laboratories

The origins and historical development of forensic laboratories are
fundamental to understanding modern forensic science and its role in law
enforcement. This process spans a long period of time, during which the
foundations of the scientific approach to crime investigation were laid, as well
as the institutional framework necessary for the implementation of this activity.

From antiquity to the Middle Ages, human societies used various
methods of identification and proving guilt, although far more primitive and
based on observation and logic than modern scientific standards. Despite the
lack of specialized laboratories, it is these early attempts that represent the first
steps towards the formation of forensic science as a practice.

The real scientific leap and institutionalization occurred at the
beginning of the 20th century with the emergence of the first specialized
forensic laboratories. This was a result of the intensive technological progress,
the increasing complexity of criminal activities and the need for objective,
reliable and reproducible evidence. These laboratories marked the beginning
of the systematized and professional expert activity, based on precise scientific
methods.

Last but not least, the world wars of the 20th century had a significant
impact on the development of forensic science and laboratories. They
accelerated innovations in technologies and methods of expert analysis,
introduced new forensic techniques, and established the importance of
laboratory research as an indispensable part of the justice system.

This section will examine in detail these three key stages of
development: the early methods and practices in Antiquity and the Middle
Ages, the emergence and formation of the first forensic laboratories in the early
20th century, and the impact of major wars on forensics. The analysis will
provide a comprehensive picture of the historical prerequisites and processes
that led to the modern appearance of forensic institutions.
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Fig. No. 1 — Chronology of the development of forensic science

The beginning of the 20th century marked a crucial and fundamental
transition in the development of forensic science as a scientific discipline and
professional practice. This was the period in which specialized forensic
laboratories were first established and began to systematically apply scientific
methods to the investigation of crimes. This historical stage represents the
beginning of modern forensics and the institutionalization of forensic research.

One of the most significant moments in the history of forensic science
was the establishment of the world's first official forensic laboratory. In 1910,
Captain Alphonso Bertillon founded the first state-run forensic laboratory in
Los Angeles, USA. Bertillon pioneered anthropometry, a system of identifying
people by measuring body proportions, which largely replaced earlier, less
reliable methods of identification.

The development of DNA analysis also began in the same period,
although it would not become a key forensic technique until the end of the
century. In the first half of the 20th century, other methods such as
dactyloscopy - the recognition and comparison of fingerprints - became
established as one of the main and most reliable methods of identification.




In Europe, especially in Germany and Great Britain, the first forensic
institutes and laboratories were also built, where scientific methods for
analyzing evidence began to be applied, such as chemical and toxicological
studies, ballistics, and soil analysis.

The great world wars—the First (1914—1918) and the Second (1939—
1945)—had a profound and transformative impact on the development of
forensic science and forensic medicine as scientific and practical disciplines.
They not only accelerated technological progress and improved methods of
analysis, but also necessitated the creation of new forensic techniques adapted
to the specific needs of military conflicts and their consequences.

The development of forensic laboratories cannot be considered
without closely tracing the instrumental evolution that forms the basis of all
forensic research. From the early days of microscopy to modern spectrometric
techniques, the tools for analyzing evidence have undergone a dramatic
transformation, with each new technology opening the door to more accurate,
rapid, and reliable criminal investigation.

Comparison between analog and digital forensic laboratory

equipment
Analog equipment Digital equipment
Traditional microscope Digital microscope
Oscilloscope Computer with analytical software
Film camera Digital camera

Magnifying glass and visual | Facial recognition software
analysis
Manual measurement (e.g. caliper) | 3D Evidence Scanner

Fig. No. 2 — Development of laboratory technologies over the years

Originally published in 1999, the ISO/IEC 17025 standard was

created to provide uniform criteria for the assessment and accreditation of
laboratories worldwide. This allows laboratories to demonstrate their technical
competence and ability to produce valid and repeatable results that can be
accepted by courts, legal institutions and other interested parties.
ISO/IEC 17025 is now recognized as the “gold standard” in laboratory testing
and is the basis for the accreditation of forensic laboratories in many countries.
It provides a framework that includes all key elements, from the management
of personnel and equipment to evidence collection and processing protocols.
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Fig. No. 3 — countries where the ISO/IEC 17025 standard has
been introduced

The European Network of Forensic Science Institutes (ENFSI) is a
key player in the coordination, development and improvement of forensic
laboratories in Europe. Established in 1995, ENFSI aims to promote
cooperation between national forensic institutes, improve the quality and
compatibility of expert research and standardise procedures and practices in
forensic science within the European Union and beyond.

For more effective management and development of forensic fields,
ENFSI is structured into various working groups that cover the main
disciplines of forensic science, such as:

* DNA analysis

+ Ballistics

* Chemical analyses and toxicology

* Digital forensics

* Traces and fingerprints

* Documentary expertise

11
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Fig. No. 4 — Types of evidence in forensics

Basic principles of organizational structure

Forensic laboratories follow the principles of hierarchy,
specialization, and division of labor. This means that management is
centralized, but the execution of specific tasks is delegated to expert units and
technical personnel, with each employee having a clear role and
responsibilities. This ensures maximum precision, quality control, and
reliability of the research.

The structure varies depending on the size and purpose of the
laboratory — national laboratories usually have a more complex and multi-
tiered hierarchy, while regional and private ones are more compact and adapted
to specific needs.
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Fig. No. 5 — Example hierarchy in the forensic laboratory

OBJECTIVES OF THE DISSERTATION

The aim of this study is to conduct an in-depth scientific analysis of
modern intelligent forensic laboratories in the context of global technological
transformations, in order to reveal their role, importance and effectiveness
within the modern system of justice and criminal investigation. The study also
aims to determine how these laboratories integrate modern technologies such
as artificial intelligence, automated analysis, digital databases, molecular
genetics and 3D visualization into forensic practice and what challenges and
opportunities arise from this process.

The existence of high-tech forensic laboratories is not an end in itself,
but a necessary condition for modern, effective and fair investigation of crimes.
It is by setting a clear scientific framework that the main goal of this study is
to provide specific proposals and guidelines for the development of such
laboratories in Bulgaria, while at the same time conducting a comparative
analysis with leading international practices. The goal is not limited to
technical aspects, but also includes social, legal, ethical and organizational
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elements of the functioning of forensic laboratories, thus aiming for a
comprehensive and interdisciplinary scientific picture.

THESIS TASKS

1. Analysis of the historical development of forensic laboratories in
a global and national context, with a focus on the transition from classical
analytical methods to the use of modern digital and automated technologies.

2. Systematization of the types of forensic laboratories, their
structure, specialization and organizational models, including a distinction
between state, private and international laboratories.

3. Study of modern technologies and methods used in forensic
laboratories - DNA analysis, biometrics, ballistics, traceology, toxicology,
digital forensics, etc., as well as their effectiveness and applicability in
different types of crimes.

4. Analysis of the role of information systems, databases and
artificial intelligence in the process of collecting, processing and interpreting
evidence — including automated trace search engines, criminal profiles, facial
recognition systems and crime prediction algorithms.

5. Assessment of the ethical, legal and social aspects of the use of
high-tech forensic tools — including topics such as personal data protection,
admissibility of evidence in court, risk of abuse and possibilities for errors in
automated expertise.

6. Structure and mathematical model in the preparation of an auto
technical expertise - data collection, recording, determination of the
mathematical model for work.

7. Identification of the main problems and challenges facing the
development of forensic laboratories in Bulgaria — including infrastructure
limitations, staffing shortages, legislative inconsistencies and lack of
interoperability between institutions.

8. Presentation of good international practices and models for
management and financing of laboratories that can be implemented or adapted
in the Bulgarian context - with examples from countries such as Germany, the
USA, the Netherlands, the United Kingdom and Japan.

9. Formulation of specific recommendations to government
institutions, academia and the professional community to improve the capacity
and quality of forensic laboratory activities through legislative changes,
institutional reforms and technological innovations.
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10. Consideration of future prospects and innovative directions
in forensics — including the development of quantum sensors, nanoanalysis,
neurotechnology, synthetic biology and their possible integration into
laboratory processes in the coming decades.

II. MODERN TECHNOLOGIES AND METHODS IN
FORENSIC LABORATORIES

2.1. DNA analysis and molecular genetics

2.1.1. STR and SNP markers

STR markers are repetitive sequences of 2 to 6 base pairs of DNA that
are found in non-coding regions of the genome. They are highly polymorphic,
as the number of repeats can vary significantly between individuals. It is this
variability that makes them particularly useful for forensic purposes. For
example, the D5S818 locus can contain between 7 and 16 repeats of the given
sequence in different people. The method for STR analysis involves
amplification by polymerase chain reaction (PCR) and subsequent
electrophoretic separation, which allows for the precise determination of the
number of repeats at a particular locus. The more STR loci that are analyzed,
the greater the likelihood of a unique identification of an individual. In many
countries, including the European Union, standardized panels of STR loci are
used, such as the CODIS (Combined DNA Index System) profiles, which
contain 20 major STR markers.
STR markers are extremely effective in comparing crime scene samples to
known samples — whether from suspects, victims or witnesses. However, they
have certain limitations, including the need for relatively good DNA integrity
and the possibility of interference from mixed samples. In addition, STR
analysis requires precise calibration and validated PCR conditions to avoid
artifacts such as stutter products or allele drop-out.

SNP markers, on the other hand, represent point variations in a single
base pair of the DNA sequence — for example, the substitution of adenine (A)
for guanine (G). They are significantly less polymorphic than STRs, as they
have only two possible alleles at each position, but they occur at an extremely
high frequency in the genome — approximately every 300 base pairs. This
makes them important in the analysis of degraded or fragmented DNA, as
SNPs can be amplified in much shorter fragments — sometimes less than 100
bp — making them indispensable for old, damaged or limited-quantity samples.

SNP markers have additional advantages: due to their stability and
low mutagenicity, they are particularly valuable in population genetics, in

15



establishing kinship relationships (especially in the absence of STR matches),
and in predicting biological characteristics such as ancestry, eye color, skin,
and hair color — a process known as DNA phenotyping. In addition, SNPs are
widely used in genomic sequencing and in the creation of large population
databases, which greatly improves the possibility of identification in cases
without a known suspect.

Despite its advantages, SNP analysis requires more sophisticated
technology, such as genotyping arrays or Next-Generation Sequencing (NGS),
which is currently more expensive and requires a higher level of expertise than
traditional STR analysis. This limits their widespread implementation in
routine forensics, but as technology advances, SNPs are expected to play an
increasingly central role in future DNA analyses.

In summary, STR and SNP markers represent two complementary
approaches in modern DNA forensics. STRs remain the gold standard for
routine identification, while SNPs offer more refined analytical capabilities in
specialized or challenging cases. The balanced use of both types of markers
allows for high accuracy, reliability, and flexibility within forensic research,
contributing to the establishment of DNA analysis as a key tool in the modern

justice system .
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Fig. No. 6 — Genetics in facial identification

2.1.2. mtDNA and Y-chromosome analysis

Mitochondrial DNA (mtDNA) and Y-chromosomal DNA analysis
represent a fundamental part of modern forensic genetics, especially in cases
where traditional nuclear markers (such as STR) are ineffective due to sample
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degradation, lack of complete DNA, or the need to trace lineages. These two
types of analysis provide unique opportunities for revealing identities,
investigating family relationships, and reconstructing biological profiles in the
face of highly compromised evidence.

Mitochondrial DNA is a small, circular molecule located in
mitochondria, the energy-producing organelles of the cell. Unlike nuclear
DNA, which is inherited from both parents, mtDNA is passed down only
through the maternal line. All individuals descended from the same mother
have identical mitochondrial DNA, making this type of analysis particularly
useful in identifying remains when direct comparison with samples from a
suspect or victim is not possible. Such cases include mass disasters, aged
skeletal remains, hairs without roots, or old samples stored in unfavorable
conditions.

The main target of mtDNA analysis is the Hypervariable Region
(HVR), which includes HVR1 and HVR2, regions of the mitochondrial
genome control region where high levels of polymorphism are observed. These
variations are used to construct a sequence profile, which is then compared to
profiles from a database or related individuals. The analysis requires the use of
methods such as polymerase chain reaction (PCR), followed by direct
sequencing. The advantage of mtDNA is that each cell contains hundreds to
thousands of copies of the mitochondrial genome, which increases the chances
of successful DNA recovery even from severely damaged samples. However,
mtDNA analysis also has limitations — because it is transmitted unchanged
through the maternal line, it cannot distinguish between individual members
of the same matrilineal lineage. Furthermore, due to its high sensitivity, there
is a risk of contamination and false positives, especially when working with
ancient or compromised samples.

Y-chromosome analysis, on the other hand, focuses on genetic
markers located on the Y chromosome, which is inherited only through the
paternal line and is present only in males. This makes it particularly valuable
in investigations related to sexual violence, where there is a mixture of male
and female DNA, as well as in cases where the establishment of a patrilineal
relationship is required. Y-chromosome analysis uses specific STR markers (Y-
STRs), which are located in non-coding regions and also show polymorphism.
The use of Y-STR panels (such as Yfiler and PowerPlex Y23) allows the
construction of male genetic profiles that can be compared in forensic
databases or with samples from suspected paternal relatives.
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An important advantage of Y-chromosome analysis is its ability to
identify male traces even in the presence of predominantly female DNA — for
example, in rape or mixed blood stains. In addition, like mtDNA, Y-
chromosome DNA is used for genealogical and population studies. A
disadvantage of this method is its limited discriminatory power — all men from
the same paternal line will have an identical Y-STR profile. Therefore, careful
interpretation of the results is necessary, especially in a forensic context, where
evidence must be individualized. Additionally, some regions of the Y-
chromosome are subject to structural variations or deletions, which can
complicate the analysis.

Modern forensic science increasingly uses a combination of nuclear,
mitochondrial and Y-chromosomal DNA for the most comprehensive and
precise identification. The ability to create integrated genetic profiles based on
multiple types of DNA markers allows not only to increase the probability of
a match, but also to better understand the biological origin of unknown
samples. These techniques are used not only in legal proceedings, but also in
anthropology, archaeology, human migration studies and in the identification
of victims of mass catastrophes and conflicts.

Finally, the importance of mtDNA and Y-chromosome analysis in
modern forensics continues to grow in parallel with technological advances.
The development of new generation sequencing technologies, automation of
analysis, and growing databases of genetic profiles will continue to transform
the way biological evidence is collected, analyzed, and interpreted. Ensuring
high standards of quality, ethics, and data security remains critical to the
legitimacy and sustainability of these sensitive and powerful tools.

2.1.3. DNA phenotyping and appearance prediction

DNA phenotyping, also known as Forensic DNA Phenotyping (FDP),
is a revolutionary approach in forensic genetics that allows the prediction of
the physical characteristics of an individual based on the analysis of their
genetic material. Unlike traditional DNA analysis methods, which are used to
compare crime scene samples with the DNA of a suspect, phenotyping has a
predictive purpose — it is used when there are no suspects or reference samples
and aims to build a biological portrait of the unknown perpetrator.
This approach is based on the identification of genetic variations (most often
single nucleotide polymorphisms — SNPs) associated with certain phenotypic
traits such as eye color, hair, skin, as well as facial structure, nose shape,
probable ethnicity and geographical origin. Systematic association studies
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(Genome-Wide Association Studies — GWAS) have allowed the identification
of genes and polymorphisms that play a key role in determining appearance.

One of the first widely used applications is the HIrisPlex system and
its extended version HlrisPlex-S, which allows simultaneous prediction of eye,
hair and skin color by analyzing several dozen SNP markers. For example, the
HERC?2 gene, and especially the rs12913832 variation, is strongly associated
with blue eyes, while MCIR, SLC24A4, TYR, OCA2 and SLC45A2 are
involved in melanogenesis and skin and hair coloration. Specialized algorithms
and models (e.g. Random Forest, Logistic Regression) are used to interpret the
probabilities for each phenotype, which are presented as statistical estimates
(e.g. 78% probability for brown eyes, 20% for blue, etc.).

Another dimension of DNA phenotyping involves geogenetic
prediction — the use of genetic markers to establish the geographic and ethnic
origin of an individual. This is achieved by analyzing a panel of Ancestry
Informative Markers (AIMs), which show differential distributions between
populations from different regions. For example, certain SNPs are typical of
East Asian, European, African or Latin American populations. This allows
forensic experts to focus the investigation on a specific demographic group
when other clues are lacking.

Although less commonly used today, structural facial features can
also be partially predicted through DNA analysis. These predictions include
features such as nose width, lip shape, eye distance, and face length. Research
in this area is still in its infancy, but is receiving increasing interest from law
enforcement and academia. Projects such as VisiGen and 3D-FDP aim to create
three-dimensional facial reconstructions based on genetic information
combined with machine learning and image anthropology.

DNA phenotyping is particularly important in serious crimes,
unidentified bodies, cold cases, and in anthropological and humanitarian
missions. For example, in the identification of victims of conflicts, natural
disasters, or mass graves, phenotyping can fill in missing information and help
create a visual reconstruction that is disseminated through the media to inform
the public.

Despite its impressive potential, phenotyping raises a number of
ethical, legal and social issues. The most significant are related to the risk of
discrimination, stereotyping and racial profiling. The presentation of
probabilistic predictions in the public domain can lead to erroneous public
perceptions and undue targeting of suspicion towards certain ethnic groups.
Therefore, the use of phenotyping is strictly regulated in some countries — for
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example, Germany and Austria restrict its judicial use, while in the
Netherlands, the UK and the US the method is accepted under certain
conditions.

The legal framework for phenotyping varies considerably between
jurisdictions, but usually requires court authorization or compliance with legal
provisions related to data protection, privacy rights, and the use of sensitive
genetic information. In the European Union, the General Data Protection
Regulation (GDPR) places DNA data in the category of specially protected
information, which obliges institutions to ensure a high level of security and
legal justification for any processing.

Given the rapid development of technology, the future of DNA
phenotyping is likely to include more accurate and complex predictions
combining data from whole genome sequencing (WGS), epigenetic markers
(e.g. age prediction), and artificial intelligence for automated appearance
reconstruction. It is also expected that the integration of phenotypic
information with other forensic techniques — such as facial recognition,
biometrics, and digital forensics — will contribute to the creation of multimodal
investigative platforms.

2.2. Biometrics and dactyloscopy

The uniqueness, persistence and reproducibility of biometric features
make them an extremely valuable tool in the forensic identification process.
These technologies offer speed, automation and significant resilience against
falsification or misidentification, especially with properly calibrated systems
and the application of standardized protocols. Today, biometric technologies
are used not only for forensic purposes, but also in the context of border
control, terrorism investigations, migration management, critical infrastructure
protection and cybersecurity.

However, their widespread application raises significant questions
related to individual rights, data protection, the ethical justification of
surveillance, and the possibility of recognition errors. Problems with
interoperability between different systems and jurisdictions, the lack of
international standards, variations in algorithms, and the possibility of bias in
machine recognition pose additional challenges to the forensic use of
biometrics.
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Ha upuca Ha nuue
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CkopocTt OTnunuHa No6pa Oo6pa
CrabunHocT OtnunyHa Hucka YMmepeHa
PaboTtu c pbkaBuum Aa fa He
Pa6oTu ¢ macku Ra He* fa
PaGotu ¢ fa He Oa
o4yuna
Nosepuentoct Na He Ha
BeskoHTaKkTHO Oa Oa He

Fig. No. 7 — Gradation of face identification

2.2.1. Biometric algorithms: facial recognition, iris, voice
Biometric technologies are among the fastest growing areas in modern
forensics and security. They offer precise methods for identifying and
authenticating individuals through measurable physiological and behavioral
characteristics. Among the most widely used and researched biometric
methods in forensics are facial recognition, iris analysis, and voice biometrics.
All of them are based on complex algorithms and artificial intelligence that
process the unique characteristics of each person for the purpose of
identification, verification, or forensic matching within an investigation.

Facial recognition is an automated process for identifying individuals
by analyzing the geometric and textural characteristics of the face. It works by
extracting a biometric template from an image — whether it is a live camera, a
surveillance recording or an archival photo — and comparing it to databases of
previously collected data. Modern facial recognition algorithms use Deep
Neural Networks and algorithms such as Convolutional Neural Networks
(CNN), which allow for the analysis of millions of parameters — including eye
distance, nose length, jaw angles, skin texture and even microexpressions.
A major contribution of facial recognition to forensics is its ability to identify
faces in conditions of low image quality, varying lighting, head tilt, (partial)
concealment, and advanced aging. Modern algorithms such as FaceNet,
ArcFace, and DIlib demonstrate exceptional accuracy, exceeding 99% success
rates in controlled environments. In real-world forensic practice, facial
recognition is used to match suspects with video footage from CCTV cameras,
as well as at mass events and airports for real-time face tracking. Algorithms
have also been developed that can reconstruct facial structure from partial
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images or from scattered pixels using generative models (e.g., GANs), which
play a role in the analysis of disguised criminals.

Iris biometrics, in turn, is based on the analysis of the unique
characteristics of the iris - the colored part of the eye. This part of the eye
contains a complex texture that remains unchanged throughout the life of an
individual, including after death. The iris is considered one of the most reliable
biometric characteristics due to its exceptional uniqueness and its difficult
susceptibility to forgery. The application of iris recognition algorithms
involves several stages - capturing the image with an infrared camera,
localization and isolation of the iris, image normalization and extraction of the
biometric template. The most commonly used algorithms are based on Gabor
filters, Daugman's rubber sheet model, wavelet transforms and SIFT/ORB
descriptors.

The forensic importance of iris biometrics is most evident in contexts

where reliable identification is required for access control, border checks, or in
prisons and high-security facilities. In criminal cases, the technology is
particularly effective in identifying unidentified bodies or tracking subjects
using false identities. Systems that include iris biometric scanners provide
almost 100% accuracy, even being able to distinguish between identical twins,
which is a challenge for many other biometric methods.
Voice biometrics, as the third key area of biometric algorithms, analyzes
individual voice characteristics, which are determined by both physiological
and behavioral parameters. Physiological aspects include the shape of the oral
cavity, vocal cords and resonant chambers, while behavioral ones include
speech patterns, accent, rhythm, intonation and pausing. Voice biometrics
algorithms include both speaker identification and speaker verification
methods. Models such as Gaussian Mixture Models (GMM), Hidden Markov
Models (HMM), i-vectors and deep neural networks (DNN) are used, and more
recently, transformer-based architectures for real-time voice analysis.

Voice biometrics is particularly valuable in forensic practice when
investigating telephone threats, extortion, terrorist messages and fraud, where
the perpetrator's voice is the only available identification element. The
technology allows for comparison of voice samples with database records or
with audio material captured by witnesses or surveillance systems. However,
voice biometrics also faces serious challenges related to noise, signal
degradation, emotional changes in the voice or attempts at imitation. This
necessitates the use of anti-spoofing algorithms that analyze the depth of the
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voice signal and its biomechanical characteristics to distinguish a real voice
from a synthetic or forged one.

All these biometric systems become even more powerful when
combined into multimodal biometric algorithms that combine two or more
methods (e.g. face + voice, face + iris), resulting in increased accuracy and
resistance to counterfeiting. However, the integration of these technologies
into forensic laboratories and law enforcement structures also raises questions
about ethics, legal admissibility and the protection of personal data. However,
when implemented responsibly and under clear legal regulations, biometric
algorithms represent a powerful tool for tackling crime in the context of
increasing digitalization and mobility.

III. INFORMATION SYSTEMS AND INNOVATIONS IN
FORENSIC SCIENCE

3.1. Databases and forensic analysis software

In modern forensic science, databases and analysis software systems
play a crucial role in the efficient collection, processing and comparison of
forensic data. They enable the rapid and accurate identification of suspects, the
linking of evidence and the unraveling of complex criminal networks. National
and international databases such as CODIS, AFIS and IBIS provide a
standardized platform for the exchange of information between different
institutions and countries, which increases the interoperability and efficiency

of investigations.
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Fig. No. 9 — Automated fingerprint identification system - AFIS
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Fig. No. 10 — Integrated Ballistic Identification System - IBIS
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3.2. Algorithms for predicting criminal activity

Crime prediction algorithms represent one of the most innovative and
controversial areas of application of artificial intelligence in the field of law
enforcement. They are based on the use of large volumes of historical crime
data to identify patterns, dependencies and recurring regularities that can serve
as a basis for predicting future incidents. The main goal of these algorithms is
to assist police forces and investigative agencies in strategic planning, resource
allocation and prevention of crimes before they occur. This approach is often
called predictive policing and combines statistical models, machine learning
and geospatial analysis .
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Fig. No. 11 — Artificial Intelligence Algorithms

3.3. 3D technologies and virtual reconstruction of crimes

3D crime scene scanning is a revolutionary technology in the field of
forensics that allows for extremely precise, objective and detailed
documentation of a crime scene. Using laser scanners, photogrammetry and
other optical technologies, highly accurate three-dimensional digital models
are created that reflect the real geometry, spatial relationships and location of
objects, traces, bodies and other key elements. This allows a crime scene to be
“preserved” in time with millimeter accuracy, thus overcoming many of the
limitations of traditional documentation methods, which often rely on hand-
drawn sketches, limited-angle photography and subjective judgment of
investigators.
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<& Mathematical model for reconstruction of road accidents
with a 3D scanner
1. Data collection

-

Fig. No. 12 — Accident filming, data collection and reconstruction

2. In order to calculate the physical parameters (the speeds
of the vehicles before, during and after the collision and the forces acting
on the vehicles involved in the accident), it is necessary to establish some
of the following initial parameters:

Car No. 1(2) — speeds after the collision:

Distance on asphalt da=

Coefficient of adhesion f = (experimental)

Brake usage percentage = ...% ) (experimental)

Va (speed after the collision on asphalt) =

Grass distance dg=

Grass adhesion coefficient fg=........ (experimental)

Vg (velocity of the grass after the collision)=

Ve (combined velocity after the collision of the two surfaces, as
wellas V3) =

G1 (weight of car #1) =

V1 (pre-collision speed of car #1) =

G2 (weight of car #2) =

V2 (pre-collision speed of car #2) =

al (angle of approach of car #1 before the collision) =

V3 (speed after the collision of car #1) =

o2 (angle of approach of car #2 before the collision) = __

V4 (speed of car #2 after the collision) =

a3 (angle of car #1 after the collision) =
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a4 (angle of car #2 after the collision) =

MAUABHA CKWLA HA MACTOTD HA NTN

Mawad 1200 '

Fig. No. 14 —Top view of a crime scene scanned
using a Trimble X7 3D laser scanner and a sketch
recreated using the data

When preparing the auto technical expertise of the specific case - a
cross-shaped collision, a 3D Lazer Trimble X7 was used, data was taken from
both the incident scene inspection report and measurements were made using
the prepared scan .

27



A. Location of some of the scanning | C. Determining linear dimensions
stations. during scanning.
Fig. No. 15 — Results of test use of the Trimble X7 3D laser scanner. A -
Location of some of the scanning stations, B - Determination of linear
dimensions during scanning.

Computer reconstruction of a traffic accident using 3D Lazer imaging
and a specific software package can very accurately reconstruct the trajectory
of the vehicle before, during and after the collision, as well as determine the
speed during each of these stages and many other dynamic parameters. The
following input data are required for the computer analysis of the mechanism
of the traffic accident;

» vehicle registration certificate - containing make, model, power,
category, mass, readings of devices registering the movement, etc.;

» accident inspection report;

» photo album — photographs, diagrams of road accidents;

* eyewitness testimonies of road accidents;

» previous prepared auto technical or medical expertises.
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= manual measurement = measurement with 3D scanne

Fig. No. 16 — Measurement results using a tape measure and a scanner
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3.2. Preparation of an auto technical expertise of a traffic accident
between a motorcycle and a passenger car - necessary data

Google Earth

Fig. 1. Photo of the road section in the web environment “Google
Maps”

/4 Google Earth

Fig. 2. View from the direction of movement of the motorcycle
% v 7
643

Google Earth

Fig. 3. View from the direction on movement of the car
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The change in the velocity vector due to the impactisAV = 7 — V =

wnl

|-

This theorem characterizes the jump-like change in the velocity of the
center of mass of each vehicle as a result of the impact, or the direction of the
velocity vector after the impact. The theorem for the change in the kinetic
momentum of each vehicle relative to its center of mass during its relative

T
motion around it Ke has the form
T
dKc _ pz(e)
dt ¢
i7(e)
where "¢ s the principal moment of the external forces about the center of

mass. The given expression characterizes the acquired rotation after the impact
and according to the theory of impact in plane motion is written in the form

[..(wy —wy) =d. S,

where Ic is the mass moment of inertia of the vehicle relative to its central axis,
perpendicular to the plane of motion; w 1 - angular velocity after impact; w 0
- angular velocity before impact (zero or negligible); d - shoulder of the impact
impulse.

The given theorem characterizes the acquired angular velocity of the
given vehicle under the action of the moment of the impact impulse relative to
its center of mass. The VVolkswagen car is deformed along its entire front part
by an impact with an impact force with a front-to-back and right-to-left
direction.
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Fig. 4. Scale sketch of the vehicle at

the time of impact in the case of a

variant of the impact location in the motorcycle lane

: - \ _ \
BEEE EBEB B HE BHBE BB EHEEBHEE)
@D\
o ovepeeon v glm o |
—o P -~ 3iom 40.60 m
Tim * JLa. Mf:pue;lec
88m \ TPBCKH KPBB
6.3m 14m 1.a. Onen
OpueHTHp 6m. 42.3m
ryma

/ Eéq)QPMaum n.a. PoBbp

Fig. 5. Scale sketch of a vehicle at the time of impact with a variant of the

impact location in the vehicle's lane
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ﬂzgﬂﬁ N.s; srea: 353,7 deg;
S3=3589 N.s; vroa: 356,1 deg;

S4=2804 N.s: brea: 358.5 dea.

Fig. 6. Direction and magnitude of shock pulses acting on the vehicle

Fig . 7. Computer simulation
= of the vehicle's motion after
5 impact (interval - 0.04 s)

m
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Fig. 8. Computer simulation of the | Fig. 9. Law of change of the angle of
vehicle's motion before impact | the front wheels
(interval - 0.04 s)

The mathematical model used to calculate the data necessary to answer
the tasks set:
The change in the velocity vector due to the impact is:

AV'=u"-V'=1/m§S~

dKq _ ~
Cc — M (e)
dat ¢
7@
where ¢ is the principal moment of the external forces about the

center of mass.
IC' (wl - (Uo) — d.S ’

where Ic is the mass moment of inertia of the vehicle relative to its
central axis, perpendicular to the plane of motion; w 1 - angular velocity after
impact; w 0 - angular velocity before impact (zero or negligible); d - shoulder
of the impact impulse.

— — -4 s s - -
Q = (my +mg+my).Vy + my. Vy = my. iy + my.tly + Mg tig + my. iy

where m1=186 kg is the mass of the motorcycle; m2=1275 kg - total
mass of the vehicle with the driver (the vehicle's own mass is 1195 kg); m3=80
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kg - mass of the motorcycle driver; m4=80 kg - mass of the motorcycle
passenger;

Vi tj,j =1+ 4

After projecting the vector equality onto the coordinate axes, the
system of equations is obtained:

cosau (M1+mMa+ma).Vi + coSa2.M2.V2 = COSP1.M1.Us + COSP2.M2.U2+COSB3.Ma. Us+
+COS[4.M4.Ug ;
sinay (My+ma+ma).Vq + Sinoz.m2.Vz2 = sinfs.ms.Us + Sinz.mM2.Uz+siNBa.Ma.Us+
+sinfa.Ma.Us .

z.p..g.Sm
u; = ’_ '
1 1+p?

where ut=0.50 is the coefficient of sliding and rolling resistance of
the motorcycle on the road surface; g=9.81 m/s2 — acceleration due to gravity;
S m=10.6 m — distance of rejection of the motorcycle

2.0,50.9,81.10,6 m km
Uy = #—x 9,12—=32,8—.
1 140,502 s h

Uy = +/2.. 9.5,

where s=3.3 m is the distance traveled from the center of mass of the
car after the impact; p=0.45 - average reduced coefficient of resistance when
moving the car after the impact; 2=9.81 m/s2 - acceleration due to gravity.
We get

u, = /2.0,45.9,81.3,3 = 540° = 19,4
5

km
—

mi = 0; X = V,.cosa,

my =-mg, ¥=-gt+V, sina,
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X = V,.cosa.t;
2

y= —g% + V,.sinot.

where V g is the initial velocity of the body's center of mass; o - angle
between the initial velocity of the center of mass and the horizontal plane.

The law of motion of the center of mass has the form
X = V,.cosa.t;
2

y= —g% + V,.sinot.

The trajectory of the center of mass after excluding time is :

gx’

i

y=—— "t tgaX,
2.V, cos’a
I
v, =t | g . (1)
cosa | 2(h + tgous))
S _1-a,
v

The speed of the body after it falls to the ground is determined by the
expression :

5 v = V2425,
U= JolLgs; - v =Vcosa,  ° (1-a)coso

> >

After substitution in formula (1) and some transformations, the
equation is obtained :

(s —s, Jdpu(h + tgous, ) = (1-2)" s
[(1-2)" +4utga)s; +4ufh—tga.s]s, -4uhs=0.

The critical speed at the minimum radius of the trajectory when
turning the car is calculated from the expression :
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Vm = xfr‘-'!wg-ﬁ y

The velocity of the motorcycle's center of mass after impact is
calculated using Searle's formula

The velocity of the center of mass of the car after the impact is
determined by the expression :

U, =,/2.p.9.5,

The critical speed at the available radius of the trajectory when the
vehicle turns is calculated from the expression :

V

an = Hu-9- R,

CONCLUSIONS
After the calculations and simulations necessary to answer the tasks

set in the expertise, it was established:

The results are respectively:

- Distance of the motorcycle from the impact site: 38.2 m;

- Time before the moment of impact: 0.70 s;

- Vehicle speed: 39.3 km /h;

- Distance of the vehicle from the impact site: 7.3 m ;

- Distance between the two vehicles: 45.5 m;

- Danger zone of vehicle stopping: 21.6 m .

In this case, the car is at the very beginning of the “left turn” maneuver.
The driver of the car does not have the technical ability to prevent the accident.

12. The motorcycle driver has the technical ability to prevent an
accident from occurring by driving at a speed of 50 km/h or lower.
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3.3. Information  security and  protection against
cyberattacks

Information security is a fundamental aspect of modern forensics,
especially in the context of increased digitalization and dependence on
automated and networked systems. Forensic laboratories, institutions and
investigative units handle extremely sensitive information — from DNA
profiles and biometric data to crime scene analysis, digital evidence and
confidential investigative materials. For this reason, these structures become a
priority target for cybercriminals, hostile intelligence services, hacktivists and
even insider threats. A breach in the security of such systems can lead to the
leakage, manipulation or destruction of evidence, which would have not only
legal consequences, but also a serious public outcry and loss of trust in the law
enforcement system.

EBponeicka EC npuema EBponeickara GDPR e npuet 8 GDPR Bnu3a B cuna Ha
KOHBEHUUS 3a AvpexThea 33 3awuTa EBponeiickus 25 man 2018 r
npagara Ha Yosexa Ha:RAHHUTO cbto3 (EC)

Fig. No. 17 — Development of information security

IV. ETHICAL, LEGAL AND SOCIAL ASPECTS

1. International legal practices

Some of the most influential international approaches in this area come
from the Anglo-Saxon legal system, where the so-called Daubert standard and
the Frye test were established. The Frye test, introduced in the early 20th
century, requires scientific evidence to be “generally accepted” in the relevant
scientific community in order to be admitted in a trial. Despite its initial
popularity, this standard has gradually been replaced by the broader and more
flexible Daubert standard, introduced by the US Supreme Court in 1993 in the
case Daubert v. Merrell Dow Pharmaceuticals. Under this approach, the trial
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judge acts as a “guardian” of the admissibility of scientific evidence, assessing
whether it is based on sound methodology, has been tested, has some degree
of error, has been peer-reviewed, and has been accepted in the relevant
scientific community. This standard gives judges an active role in assessing the
scientific value and legal admissibility of expert testimony.

In the European context, especially within the European Union, the
legal regulation of laboratory evidence is based on both national legislation
and the principles imposed by the European Convention on Human Rights and
the case law of the European Court of Human Rights (ECHR). In this context,
the concept of a fair trial is leading, in which each party has the right to
challenge the evidence, including expert conclusions, and to demand equal
access to information, remedies and opportunities for independent expert
opinion. The decisions of the ECHR emphasize the importance of
transparency, verifiability of evidence, its validity and the procedural
legitimacy of its collection. The issues of compliance with procedures in the
taking of DNA samples, in searches using digital forensics or in the analysis of
physical evidence have been the subject of numerous cases before the
Strasbourg court, which has led to the formation of standards recognized and
applied in almost all member states.

At the international level, the United Nations Office on Drugs and
Crime (UNODC) has issued a number of guidelines and standards of good
practice that aim to harmonise forensic procedures and assist law enforcement
agencies worldwide. These guidelines cover a wide range of areas, including
DNA analysis, digital forensics, toxicology and forensic medicine. Interpol
also plays an important role, promoting international cooperation and the
exchange of forensic information through its recommendations and operational
procedures, while respecting international legal standards for the protection of
personal data and privacy.

Of particular importance are the activities of the European Network of
Forensic Science Institutes (ENFSI), which supports the harmonization of
methodologies, quality standards and ethical norms in laboratories of the EU
Member States. ENFSI works to standardize the requirements for experts,
standards of analysis and procedures for validating results, which can then be
used in legal proceedings. This network also assists in the introduction of
common criteria for accreditation under ISO/IEC 17025 — the international
standard for laboratory competence.
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V. CONCLUSION AND RECOMMENDATIONS

Chapter five of this dissertation aims to summarize the most important
results and conclusions from the research conducted, to offer specific
recommendations for improving the practical and organizational aspects of
forensic laboratory activities, as well as to outline directions for future research
and potential innovations in the field of forensic science. After examining the
historical development, modern technologies, legal and ethical aspects, as well
as the challenges faced by forensic laboratories in the era of digitalization and
global interconnectedness, the final chapter focuses on the synthesis of the
accumulated knowledge and its practical application.

The main conclusions of this study outline the overall picture of the
current state, opportunities and challenges facing forensic laboratories in the
context of their historical development, technological progress, ethical and
legal frameworks, as well as the need for an interdisciplinary approach in
modern judicial practices. The study shows that forensics is not just a technical
discipline, but a complex system that combines scientific methods, legal logic,
social responsibility and ethical norms. Over time, forensic laboratories have
undergone a significant evolution — from primitive forms of recognition and
collection of traces in Antiquity to high-tech institutions capable of analyzing
molecular information, reconstructing crime scenes in virtual reality and
performing digital expertise with the help of artificial intelligence.

From a technological perspective, it is clear that advances in DNA
analysis, digital forensics, chemical and toxicological research, as well as the
use of sophisticated information systems, significantly increase the reliability
of the evidence base. However, at the same time, the complexity of laboratory
work is also increasing, which creates a need for high specialization,
continuous training and inter-institutional coordination. It has been established
that there is great potential for the use of artificial intelligence and machine
learning in forensic analysis, but at the same time with a high level of
regulation and ethical judgment, due to the risks associated with automated
decision-making.

The study also reveals serious challenges related to information
security, the legal admissibility of evidence, and the need for international
standardization. Evidence collected with the help of new technologies still
faces varying degrees of acceptance in the judicial systems of different
countries, which necessitates the harmonization of the legal framework and the
unification of expert methodologies.
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KoMnoHeHTH Ha GDPR, 6THACALLM €& A0 KPUMUHANMETUKATA

CTPEHIEHIT K3 CHIYPHOCTTAICEXPaHErETo (15%)

OrpaHuyeHue Ha uenta (15%)

Munrmmanpase va gasuate (153%)

Cernacwe (30%)

Npaeo aa Guaew sabpaseH (25%)

Fig. No. 18 — Distribution of GDPR related to forensics

Finally, the study concludes that the future of forensic laboratories
does not lie solely in technological progress, but in the ability of institutions to
build sustainable models of collaboration, while adhering to high ethical, legal
and professional standards. It is this complex interaction between innovation,
rules and human responsibility that will determine the role of forensic science

as a reliable pillar of justice and public trust.
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APPLIED CONTRIBUTIONS

1. A comprehensive, multi-layered and in-depth analysis of the
state of forensic laboratories was carried out, systematically
examining historical, technological, legal and ethical aspects, with
the aim of achieving a high degree of scientific validity, analyticality
and practical applicability.

2. An approach has been developed to recreate a traffic accident
using the Trimble X 7 3D Scanner .

3. An innovative approach has been proposed for the
introduction of 3D scanners for maximum accurate and fast results
in the investigation of serious incidents and crimes.

4. Implementation of DNA phenotyping methods and access to
international databases has been proposed.

5. Building IT systems for tracking samples and results, leading
to rapid response and successful practices.

6. The implementation of modern AFIS platforms that use
advanced algorithms and artificial intelligence for more accurate
fingerprint identification and classification.

7. The implementation of multimodal biometrics — combining
fingerprinting with other biometric methods, such as facial
recognition and iris identification.
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The dissertation was discussed and directed for defense at a meeting of
the "Technical Sciences" program at the Center for Informatics and Technical
Sciences at Burgas Free University, held on January 13, 2026. The doctoral student
was enrolled in part-time form by order No. UMO-83/02/03/2021 of the Rector of
Burgas Free University - city of Burgas.

The dissertation consists of a list of terminology used, a list of figures,
five chapters, contributions, scientific publications to the dissertation, used
literature and table of contents. The dissertation has a total volume of 157 pages
and contains 37 figures. Each chapter of the dissertation ends with conclusions.
The defense of the dissertation will take place on May 20, 2026 at Conference
Center 2 of Burgas Free University in front of a scientific jury.
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